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Abstract
The goal of this paper is threefold: (i) propose a novel face and ﬁngerprint feature modeling using the structural hidden Markov models
(SHMMs) paradigm, (ii) explore the use of some feature extraction techniques such as ridgelet transform, discrete wavelet transform with various
classiﬁers for biometric identiﬁcation, and (iii) determine the best method for classiﬁer combination. The experimental results reported in both
ﬁngerprint and face recognition reveal that the SHMMs concept is promising since it has outperformed several state-of-the-arts classiﬁers when
combined with the discrete wavelet transform. Besides, this study has shown that the ridgelet transform without principal components analysis
(PCA) dimension reduction ﬁts better with the support vector machines (SVMs) classiﬁer than it does with the SHMMs in the ﬁngerprint
recognition task. Finally, these results also reveal a small improvement of the bimodal biometric system over unimodal systems; which suggest
that a most effective fusion scheme is necessary.
䉷 2007 Pattern Recognition Society. Published by Elsevier Ltd. All rights reserved.
Keywords: Multimodal biometrics; Discrete wavelet transform; Ridgelet transform; Structural hidden Markov models; Support vector machines; Classiﬁer
combination

1. Introduction
Multimodal biometrics systems are gaining acceptance
among designers and practitioners due to: (i) their performance
superiority over unimodal systems, and (ii) their system speed
improvement which has become admissible and satisfactory.
However, in an identiﬁcation system, the choice of the ﬁrst
modality is usually based on the matching speed rather than
on the error rate criterion. This modality is often combined in
a serial mode with subsequent modalities that are slower but
more accurate in the average [1]. Nevertheless, even if theoretically, under some hypotheses, the combination scheme has
proven to be superior in terms of accuracy, practically, some
precautions need to be taken to satisfy these hypotheses.
With the current perceived world security situation, governments as well as businesses require reliable methods to
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accurately identify individuals, without overly infringing on
rights to privacy or requiring signiﬁcant compliance on the
part of the individual being recognized. Person identiﬁcation
systems based on biometrics have been used for a signiﬁcant
period for law enforcement and secure access. Both ﬁngerprint
and iris recognition systems are proven as reliable techniques,
however, the data sensing methods currently in use in both
modalities limit their versatility [2]. Although face recognition
technology is not as mature as other biometric veriﬁcation
methods, it is the subject of intensive research and may provide
an acceptable solution to some of the problems mentioned.
As it is the primary method used by humans to recognize
each other, and because an individual’s face image is already
stored in numerous locations, it is seen as a more acceptable
method of automatic recognition [3]. A robust face recognition
solution has many potential applications. Business organizations are aware of the ever-increasing need for security—this
is mandated both by their own desire to protect property and
processes, but also by their workforce’s increasing demands
for workplace safety and security [4]. Local law enforcement
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agencies have been using face recognition for rapid identiﬁcation of individuals suspected of committing crimes. They have
also used the technology to control access at large public gatherings such as sports events, where there are often watchlists
of known trouble-makers. Similarly, face recognition has been
deployed in national ports-of-entry, making it easier to prevent
terrorists from entering a country.
However, face recognition is a more complicated task than
ﬁngerprint or iris recognition. This is due mostly to the increased variability of acquired face images. Whilst controls can
sometimes be placed on face image acquisition—for example, in the case of passport photographs—in many cases this
is not possible. Variation in pose, expression, illumination and
partial occlusion of the face become therefore non-trivial issues that have to be addressed. Even when strict controls are
placed on image capture, variation over time of an individual’s appearance is unavoidable, both in the short-term (e.g.
hairstyle change) and the long-term (aging process). These issues all increase the complexity of the recognition task [5]
signiﬁcantly.
Hidden Markov models (HMMs) [6], which have been used
successfully in speech recognition for a number of decades,
are now being applied to face recognition. Samaria and Young
used image pixel values to build a top-down model of a face
using HMMs. Neﬁan and Hayes [7] modiﬁed the approach
by using discrete cosine transform (DCT) coefﬁcients to form
observation vectors. Bai and Shen [8] used discrete wavelet
transform (DWT) [9] coefﬁcients taken from overlapping image
sub-windows taken from the entire face image, whereas Bicego
and Murino [10] used DWT coefﬁcients of sub-windows generated by a raster-scan of the image.
As HMMs are one-dimensional in nature, a variety of
approaches have been adopted to try to represent the twodimensional structure of face images. These include the 1D
discrete HMM (1D-DHMM) approach [11], which models a
face image using two standard HMMs, one for observations
in the vertical direction and one for the horizontal direction.
Another approach is the pseudo-2D HMM (2D-PHMM) [12],
which is a 1D-HMM, composed of super states to model the
sequence of columns in the image, in which each super state
is a 1D-HMM, itself modeling the blocks within the columns.
An alternative approach is the low-complexity 2D-HMM (LC
2D-HMM) [13], which consists of a rectangular constellation
of states, where both vertical and horizontal transitions are
supported. The complexity of the LC 2D-HMM is considerably lower than that of the 2D-PHMM and the 2-D HMM
(2D-HMM), however, recognition accuracy is lower as a result. Although HMMs are effective in modeling sequential
information statistically [14], they are not suited to discern
local structures that constitutes the entire pattern. In other
words, the state conditional independence assumption inherent
to the traditional HMMs makes these models unable to capture
long-range dependencies. They are therefore not optimal for
handling a structural patterns such as a person’s face. Humans
distinguish facial regions in part due to our ability to cluster
the entire face with respect to some features such as colors,
textures and shapes. These well-organized clusters sensed by
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the human’s brain are often identiﬁed as facial regions (lips,
hair, forehead, eyes, etc.).
One recently developed model for pattern recognition is the
structural hidden Markov models (SHMMs) [15,16]. To avoid
the complexity problem inherent to the determination of the
higher level states, the SHMMs provide a way to explicitly
control them via an unsupervised clustering process. This capability is offered through an equivalence relation built in the
visible observation sequence space. This approach also allows
the user to weight substantially the local structures within a
pattern that are difﬁcult to disguise. This provides a SHMM
recognizer with a higher degree of robustness. Therefore, the
SHMM is well suited to simultaneously model the within and
between structures information of any sequential pattern (such
as a face or a ﬁngerprint). Indeed, the concept of SHMMs have
been shown to outperform HMMs in a number of applications
including handwriting recognition [15], but have yet to be applied to face recognition.
Besides, ﬁngerprint identiﬁcation has a long history of utilization in forensic, it is one of the most well known and
publicized biometrics. Its identiﬁcation is based primarily on
the minutiae points, or the location and direction of the ridge
endings and bifurcations along a ridge path. Template vectors
are computed and stored in the database for veriﬁcation or
identiﬁcation purposes. However, prior to extracting minutiae points, a bank of Gabor ﬁlters, orientated to different
angles are often applied to the ﬁngerprint image to remove
possible noise [17,18]. There are several types of ﬁngerprint
matching techniques such as SVM, PCA, neural networks
(NNs), and HMMs [19] that have been proposed to model the
ﬁngerprint features. One of our ultimate goals in this paper
is to compare these traditional classiﬁers with the proposed
SHMM.
However, the fusion of both modalities remains still a challenge in the biometric community [20–22]. Two major reasons
for this challenge are due to (i) the lack of interpretation of
the conﬁdence values assigned the output classes, and (ii) the
difﬁculty of ﬁnding mathematical models that relate the optimization criterion for features selection with the classiﬁer accuracy (power of generalization). We have adopted a fusion at
the matching score level, and different methods for combining
these scores are explored.
The objective of the work presented in this paper is threefold: (i) explore the use of discrete wavelets [9,23] transform,
to extract face features known as “facial regions” and ﬁngerprint features known as “minutiae types”. The ridgelets [24]
transform will be also be investigated, (ii) introduce SHMMs
to the biometric community as a strong model for these two
physiological features, and (iii) determine the best fusion
method of classiﬁer combination for a person identiﬁcation
task. Fig. 1 depicts an image of the proposed bimodal biometric
system.
This paper is organized as follows. Section 2 covers some
feature extraction techniques in the transform domain. Section 3
describes previous work in face recognition that is based on
traditional HMMs. Section 4 introduces a novel approach to
model physiological traits using the SHMMs. Experimental
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Fig. 1. A bimodal biometric system that uses wavelet and ridgelet transforms within a SHMM. This system is capable of extracting and learning facial regions
and ﬁngerprint minutiae types of a person.

results and analysis are reported in Section 5 and the conclusion and future work is laid in Section 6.

2. Feature extraction in the transform domain
This section describes some major feature extraction techniques that can be embedded within classiﬁers in order to build
a biometric system.
2.1. Discrete wavelet transform
In the last decade, DWT has been recognized as a powerful tool in a wide range of applications, including image/video
processing, numerical analysis and telecommunication. The
advantage of DWT over existing transforms such as discrete
Fourier transform (DFT) and DCT is that DWT performs a
multi-resolution analysis of a signal with localization in both
time and frequency. In addition to this, functions with discontinuities and functions with sharp spikes require fewer wavelet
basis vectors in the wavelet domain than sine–cosine basis vectors to achieve a comparable approximation. DWT operates by
convolving the target function with wavelet kernels to obtain
wavelet coefﬁcients representing the contributions of wavelets
in the function at different scales and orientations.
DWT can be implemented as a set of ﬁlter banks, comprising
a high-pass and low-pass ﬁlter. In standard wavelet decomposition, the output from the low-pass ﬁlter can then be decomposed further, with the process continuing recursively in this

manner. DWT can be expressed as


dj,k = x(n)h∗j (n − 2j k),
DWTx(n) =

aj,k = x(n)gj∗ (n − 2j k).

(1)

The coefﬁcients dj,k refer to the detail components in signal
x(n) and correspond to the wavelet function, whereas aj,k refer
to the approximation components in the signal. The functions
h(n) and g(n) in the equation represent the coefﬁcients of the
high-pass and low-pass ﬁlters, respectively, whilst parameters
j and k refer to wavelet scale and translation factors. Fig. 2
illustrates DWT schematically.
The simplest wavelet basis is the Haar wavelet [25], which
operates by calculating averages and differences for each pair of
coefﬁcients, with the process continuing recursively on the output of each step. The total number of steps involved is log2 (c),
where c refers to the number of coefﬁcients in the signal. An
example of the process is given in Table 1. After decomposition, the original signal can be represented as a combination of
one average coefﬁcient and all the detail coefﬁcients—in the
example given, the signal becomes [621 − 1].
For the case of images, the 1D-DWT can be readily extended
to two dimensions. In standard 2D wavelet decomposition, the
image rows are fully decomposed, with the output being fully
decomposed columnwise. In non-standard wavelet decomposition, all the rows are decomposed by one decomposition level
followed by one decomposition level of the columns. At this
stage, the image is composed of quadrants, with each corresponding to a set of coefﬁcients. The “low–low” (LL) quadrant contains low frequency information in both directions. The
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Fig. 2. A three-level wavelet decomposition system.

Table 1
Process of Haar decomposition
Resolution

Averages

Detail coefﬁcients

4
2
1

[9 7 3 5]
[8 4]
[6]

[1 − 1]
[2]

“high–high” (HH) quadrant contains high frequency in both directions. Both the “high–low” (HL) and “low–high” (LH) quadrants contain low frequency information along one direction
and high frequency information along the other. The process of
non-standard decomposition is shown in Algorithm 1.

Algorithm 1. DWT non-standard decomposition (2DArray x)
Require : x = 2n ∗ 2n
begin
i = Log2 (n)
while i > 0 do
for all r, r ∈ {rows of x(1 . . . 2i )} do
Decompose r
end for
for all c, c ∈ {columns of x(1 . . . 2i )} do
Decompose c
end for
i––
end while
end.

Fig. 3. Wavelet transform of image: (a) original image; (b) one-level Haar
decomposition; (c) complete decomposition.

The decomposition of the image continues by decomposing
the low resolution output from each step, until the image is
fully decomposed. Fig. 3 illustrates the effect of applying the
non-standard wavelet transform to an image. Fig. 3a shows an
image taken from the AT&T Database of faces [26]. Fig. 3b
shows the effect of applying a one-level wavelet decomposition to this image (using the Haar wavelet). Fig. 3c shows the
effect of completely decomposing the image. The wavelet ﬁlter
used, number of levels of decomposition applied and quadrants
chosen for feature extraction are dependent upon the particular application. For the experiments described in this paper, the
non-standard DWT is used, which allows for the selection of

Recently, the curvelet and ridgelet transforms [27,28,24]
have been generating a lot of interest due to their superior
performance over wavelets. While wavelets have been very
successful in applications such as denoising and compact approximations of images containing zero dimensional (point)
singularities, they do not isolate the smoothness along edges
that occurs in images because they lack ﬂexible directionality. Wavelets are thus more appropriate for the reconstruction
of sharp point-like singularities than lines or edges. These
shortcomings of wavelets are well addressed by the ridgelet
and curvelet transforms, as they extend the functionality of
wavelets to higher dimensional singularities, and are effective

areas with similar resolutions in both horizontal and vertical
directions to take place for feature extraction.
2.2. Finite ridgelet transform
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Fig. 5. Finite Ridgelet transform obtained by performing DWT on the FRAT
vectors.

Fig. 4. FRAT basis function (projection kernel) for blocksize p = 7 and k = 4.
The digital line superimposed over the kernel corresponds to l = 4.

tools to perform sparse directional analysis. The basic building
block of these transforms is the ﬁnite Radon transform (FRAT).

constitute a single digital line, connected by the dots. This is
known as the wrap-around effect.
Analogous to the continuous case, as in Euclidian geometry,
any two lines intersect at only one point in the ﬁnite grid Zp2 .
Hence, the inverse transform i.e. FBP is given by
⎞
⎛
1 ⎝ 
FBPr (i, j ) = √
rk [l]⎠ , (i, j ) ∈ Zp2 ,
(5)
p
(k,l)∈Pi,j

2.2.1. The ﬁnite radon transform
The FRAT was ﬁrst introduced in Ref. [29] as the ﬁnite analogue of integration in the continuous Radon transform (CRT),
with origins in the ﬁeld of combinatorics. The mathematical
representation of an injective form of the FRAT to ensure invertibility when applied on ﬁnite Euclidian planes has been
presented in Ref. [30]. It is worth mentioning that the FRAT is
not a discredited version of the RT, but a discrete ﬁnite version.
Consider a cyclic group Zp denoted by Zp = (0, 1, . . . , p − 1)
such that p is a prime number. Let the ﬁnite grid Zp2 be deﬁned as the Cartesian product of Zp × Zp . This ﬁnite grid has
(p + 1) non-trivial subgroups, given by
Lk,l = {(i, j ) : j = (ki + l) (mod p), i ∈ Zp },

k<p

(2)

and
Lp,l = {(l, j ) : j ∈ Zp },

(3)

where each subgroup Lk,l , is the set of points that deﬁne a line
on the lattice Zp . The radon projection of the function f on the
ﬁnite grid Zp2 is given by
⎛
1
rk [l] = FRATf (k, l) = √ ⎝
p



⎞
f [i, j ]⎠ .

(4)

(i,j )∈Lk,l

From Eqs. (2)–(4), it can be seen that the function f is treated
as a periodic function, and hence the digital representation of
the line displays a wrap around effect, as illustrated in Fig. 4.
Fig. 4 represents all the set of lines corresponding to the
FRAT function for blocksize p = 7 and k = 4. There are
p + 1 vectors in the FRAT domain, each corresponding to one
“direction”. The line corresponding to k = 4, l = 4 corresponds
to the 4th digital line in the 4th rotational direction. The concept of “periodicity” is highlighted for the speciﬁc case where
l = 4, and is superimposed over the kernel in Fig. 4. We can
see that there are three (Euclidian) parallel lines that actually

where
Pi,j = {(k, l) : l = (j − ki) (mod p), k ∈ Zp } ∪ {(p, i)}
Substituting Eq. (4) in (5), we get
⎞
⎛

1⎝ 
FBPr (i, j ) =
f [i  , j  ]⎠
p

(6)

(7)

(k,l)∈Pi,j (k,l)∈Pi,j

= f [i, j ].

(8)

2.2.2. Haar wavelet
The Haar wavelet is one of the simplest wavelet transforms.
Although its simplicity makes it unsuitable for a number of applications, particularly due to the fact that it is not continuous
and hence not differentiable, it is highly suitable for constructing the FRIT due to the following reasons. Firstly, the Haar
wavelet is very simple in structure, and is less expensive to
compute compared to other wavelets. Secondly, due to the averaging characteristics of the FRIT, it has been observed that
the Haar wavelets display superior performance in energy compaction when compared to other wavelets.
2.2.3. Building the FRIT from FRAT and DWT
The continuous ridgelet transform [24] of a bivariate function
f (x) is given by
RT =

R2

a,b, (x)f (x) dx.

(9)

However, the use of digital images necessitates the development of suitable variations of the ridgelets to deal with images
in the digital domain. An orthonormal, invertible and discrete
form of the ridgelet, called ﬁnite ridgelet transform was ﬁrst
proposed in Ref. [27]. The FRIT is obtained by performing
DWT on each FRAT projection sequence with ﬁxed value of k.
This process is pictorially represented in Fig. 5. Mathematically,
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Fig. 6. Transformed face image, p = 7.

857

Fig. 7. A simple left-right HMM.

this is given by
FRITi,i+1 (k, l) = FRITi,i+1 (k, l) × H2 2 ,

∀i = 1, . . . , p.
(10)

The ﬁnite and discredited variant of curvelets can be obtained
by repeated application of the FRIT. The directional attributes
of these higher dimensional generalizations of wavelets make
them ideal for a number of applications such as alternate image
representation, compression, denoising, etc.
The FRIT domain visualization of commonly used images
is shown in Fig. 6.

• B = {bj (k)}, the emission probability matrix, indicating the
probability of a speciﬁed symbol being emitted given that
the system is in a particular state, i.e.,
bj (k) = P [Ot = k|qt = Sj ]

(12)

with
1 j N
and Ot is the observation symbol at time t.
•  = {i }, the initial state probability distribution, i.e.,

3. Face identiﬁcation using HMMs
Although there has been several modeling techniques for face
identiﬁcation, in this section, we focus only on approaches that
view a human face as a time series sequence represented by a
Markovian process.

i = P [q1 = Si ],

(13)

with
i 0

3.1. Hidden Markov models formalism

1i N

and

N


i = 1.

i=1

HMMs are used to characterize the statistical properties of
a signal [6]. They have been used in speech recognition applications for many years and are now being applied to face
recognition. An HMM consists of a number of non-observable
states and an observable sequence, generated by the individual
hidden states. Fig. 7 illustrates the structure of a simple HMM.
HMMs are deﬁned by the following elements:
• N, the number of hidden states in the model.
• M, the number of different observation symbols.
• S = {S1 , S2 , . . . , SN }, the ﬁnite set of possible hidden states.
The state of the model at time t is given by qt ∈ S, 1t T ,
where T is the length of the observation sequence.
• A = {aij }, the state transition probability matrix, where:
aij = P [qt+1 = Sj |qt = Si ],
with
0 ai,j 1
and
N

j =1

aij = 1,

1 i N.

1i, j N

(11)

An HMM can therefore be succinctly deﬁned by the triplet
=[A, B, ]. HMMs are typically used to address three unique
problems [6]:
Evaluation: Given a model  and a sequence of observations
O, what is the probability that O was generated by model ,
i.e., P (O|).
This problem is typically used for pattern recognition tasks;
the probability of an observation sequence being generated is
evaluated against a number of distinct HMMs, each of which
correspond to a class of pattern. The pattern is classiﬁed as
belonging to the same class as the HMM which produces the
highest probability of producing the observation sequence.
Decoding: Given a model  and a sequence of observations
O, what is the hidden state sequence q ∗ most likely to have
produced O, i.e., q ∗ = argmaxq [P (q|, O)]. This problem can
be used to learn about the structure of a model, or to ﬁnd
the optimal state sequence in some application, such as speech
recognition.
Parameter estimation: Given an observation sequence O,
what model  is most likely to have produced O. This problem
is referred to as training, as the model’s parameters are adjusted
until some convergence criterion is reached. Typically, a number of observation sequences are used to train a model [6].
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vector is calculated (see Problem 1 in HMM section). The image
is classiﬁed as the identity of the HMM ∗ that produces the
highest likelihood value.
4. Structural hidden Markov models for unimodal
biometrics
4.1. Mathematical background

Fig. 8. An illustration showing the creation of the block sequence.

3.2. Face identiﬁcation process
3.2.1. Feature extraction
In the context of face identiﬁcation problem, each face image is divided into overlapping horizontal strips of height j pixels where the strips overlap by p pixels. Each horizontal strip
is subsequently segmented vertically into blocks of width k
pixels, with overlap of p. This is illustrated in Fig. 8. For an
image of width w and height h, there will be approximately
((h/(j − p)) + 1) ∗ (w/(k − p)) + 1) blocks. Each block then
undergoes wavelet decomposition, producing an average image and a sequence of detail images. This can be shown as
[aJ , {dj1 , dj2 , dj3 }j =1...J ] where aJ refers to the approximation
image at the Jth scale and djk is the detail image at scale j and
orientation k. For the work described, four-level wavelet decomposition was employed, producing a vector with one average image and 12 detail images. The L2 norms of the wavelet
detail images were subsequently calculated and it is these that
were used to form the observation vector for that block. The
L2 norm of an image is simply the square root of the sum of
all the pixel values squared.
As three detail images are produced at each decomposition
level, the dimension of a block’s observation vector will be
three times the level of wavelet decomposition carried out. The
image norms from all the image blocks are collected from all
image blocks, in the order the blocks appear in the image, from
left-to-right and from top-to-bottom—this forms the image’s
observation (or feature) vector.
3.2.2. Training and testing HMMs
In this section, the goal is to build the HMMs assigned to
the different faces contained in the training set (database). One
HMM is built for each face; each HMM is trained with different face templates (different level of illumination) of the
same individual. This training process is conducted using the
Baum–Welch algorithm (see Problem 3 in HMM section). As
the detail image norms are real values, a continuous observation HMM is employed.
A number of images are used to test the accuracy of the face
identiﬁcation system. In order to ascertain the identity of a test
image, a feature vector for that image is created in the same
way as for the images used to train the system. For each trained
HMM, the likelihood of that HMM producing the observation

One of the major problems that is inherent to the traditional
HMMs is the state conditional independence assumption that
prevents them from capturing long-range dependencies. These
dependencies often exhibit structural information that constitute the entire pattern. We introduce in this section a brief description of the SHMMs. The entire description of the SHMM
concept can be found in Refs. [15,16].
Let O = (O1 , O2 , . . . , Os ) be the time series sequence
(the entire pattern) made of s subsequences (also called
subpatterns). The entire pattern can be expressed as: O =
(o11 . . . o1r1 , . . . , os1 , . . . , osr s ), (where r1 is the number of
of obobservations in subsequence O1 and r2 is the number

servations in subsequence O2 , etc., such that i=s
i=1 ri = T .)
A local structure Cj is assigned to each subsequence Oi .
Therefore a sequence of local structures C = (C1 , C2 , . . . , Cs )
is generated from the entire pattern O. The probability of a
complex pattern O given a model  can be written as

P (O, C|).
(14)
P (O|) =
C

Therefore, there is a need to evaluate P (O, C|). The model  is
implicitly present during the evaluation of this joint probability,
so it is omitted. We can write
P (O, C) = P (C, O) = P (C|O) × P (O)
= P (Cs |Cs−1 . . . C2 C1 Os . . . O1 )
× P (Cs−1 . . . C2 C1 |Os . . . O1 ) × P (O).

(15a)
(15b)
(15c)

It is assumed that Ci depends only on Oi and Ci−1 , and the
structure probability distribution is a Markov chain of order 1.
It has been proven in Ref. [15] that the likelihood function of
the observation sequence can be expressed as
P (O|) ≈



s

C

i=1

P (Ci |Oi )P (Ci |Ci−1 )
× P (O) .
P (Ci )

(16)

The organization (or syntax) of the symbols oi = ouv is introduced mainly through the term P (Ci |Oi ) since the transition
probability P (Ci |Ci−1 ) does not involve the inter-relationship
of the symbols oi . Besides, the term P (O) of Eq. (16) is viewed
as a traditional HMM.
Finally, a SHMM can be deﬁned as follows:
Axiom 1. A structural hidden Markov model is a quintuple
 = [, A, B, C, D], where:
•  is the initial state probability vector,
• A is the state transition probability matrix,
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Fig. 9. A graphical representation of a ﬁrst-order structural hidden Markov
model.

• B is the state conditional probability matrix of the visible
observations,
• C is the posterior probability matrix of a structure given a
sequence of observations,
• D is the structure transition probability matrix.
A SHMM is characterized by the following elements:
• N, the number of hidden states in the model. The individual
states are labeled as 1, 2, . . . , N, and denote the state at time
t as qt .
• M, the number of distinct observations oi .
• , the initial
 state distribution, where i = P (q1 = i) and
1 i N, i i = 1.
• A, the state transition probability distribution matrix: A =
{a
ij }, where: aij = P (qt+1 = j |qt = i) and 1i, j N ,
j aij = 1.
• B, the state conditional probability matrix of the observations, B={b
j (k)}, in which: bj (k)=P (ok |qj ), 1k M and

1 j N, k bj (k) = 1. In the continuous case, this probability is a density function expressed as a ﬁnite weighted
sum of Gaussian mixtures.
• F, the number of distinct local structures.
• C is the posterior probability matrix of a structure given
its corresponding observation sequence: C = ci (j ), where:
= P (Cj |Oi ). For each particular input string Oi , we
ci (j ) 
have j ci (j ) = 1.
• D, the structure transition probability
matrix: D = {dij },

where dij = P (Ct+1 = j |Ct = i), j dij = 1, 1 i, j F .
Fig. 9 depicts a graphical representation of a SHMM of order
1. The problems that are involved in a SHMM can now be
deﬁned.
4.2. Problems assigned to a SHMM
There are four problems that are assigned to a SHMM: (i)
probability evaluation, (ii) statistical decoding, (iii) structural
decoding, and (iv) parameter estimation (or training).
Probability evaluation (Scoring): Given a model  and an
observation sequence O = (O1 , . . . , Os ), the goal is to evaluate
how well does the model  match O.
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Statistical decoding: In this problem, an attempt is made to
ﬁnd the best state sequence. This problem is similar to Problem 2 of the traditional HMM and can be solved using Viterbi
algorithm as well.
Structural decoding: The goal in this phase is to determine
the “optimal local structures of the model”. For example, the
shape of an object captured through its external contour can
be fully described by the local structures sequence: round,
curved, straight,…, slanted, concave, convex,…, . Similarly, a
primary structure of a protein (sequence of amino acids) can be
described by its secondary structures such as “Alpha-Helix”,
“Beta-Sheet”, etc. Finally, an autonomous robot can be trained
to recognize the components of a human face described as a sequence of shapes such as: round (human head), vertical line in
the middle of the face (nose), round (eyes), ellipse (mouth),…, .
Parameter estimation (Training): This problem consists of
optimizing the model parameters  = [, A, B, C, D] to maximize P (O|). We now deﬁne each problem involved in a
SHMM in more details.
4.2.1. Probability evaluation
The evaluation problem in a SHMM consists of determining
the probability for the model =[, A, B, C, D] to produce the
sequence O. From Eq. (16), this probability can be expressed as
P (O|) =



P (O, C|) =

C

×


C





s
i=1

ci (i) × di−1,i
P (Ci )

(17)

q1 bq1 (o1 )aq1 q2 bq2 (o2 ) . . . aq(T −1) qT bqT (oT ).

q

(18)
4.2.2. Statistical decoding
The statistical decoding problem consists of determining the
optimal state sequence q ∗ = arg maxq [P (Oi , q|)] that best
“explains” the sequence of symbols within Oi . It is computed
using Viterbi algorithm as in traditional HMM’s.
4.2.3. Structural decoding
The structural decoding problem consists of determining the
optimal structure sequence C ∗ = C1∗ , C2∗ , . . . , Ct∗ such that
C ∗ = arg max P (O, C|).

(19)

C

We deﬁne t (i) = max[P (O1 , O2 , . . . , Ot , C1 , C2 , . . . , Ct =
C

i|)] that is, t (i) is the highest probability along a single path,
at time t, which accounts for the ﬁrst t strings and ends in
structure i. Then, by induction we have


P (Ot+1 )
t+1 (j ) = max t (i)dij ct+1 (j )
.
i
P (Cj )

(20)

Similarly, this latter expression can be computed using Viterbi
algorithm. However,  is estimated in each step through the
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Fig. 10. A face O is viewed as an ordered observation sequence Oi . Each
Oi captures a facial region such as: “hair” (H), “between hair and forehead”
(HF), “forehead” (F), “ears” (EA), “eyes” (E), “nose” (N), “mouth” (M),
“chin” (C), etc. These regions come in a natural order from top-to-bottom
and left-to-right.

structure transition probability matrix. This optimal sequence
of structures describes the structural pattern piecewise.
4.2.4. Parameter estimation (training)
The estimation of the density function P (Cj |Oi ) ∝
P (Oi |Cj ) is established through a weighted sum of Gaussian
mixtures. The mathematical expression of this estimation is
P (Oi |Cj ) ≈

m=R


j,r N (

j,r ,

j,r , Oi ),

(21)

r=1

where N( j,r , j,r , Oi ) is a Gaussian distribution with mean
j,r and covariance matrix j,r . The mixing terms are subject
to the constraint:
m=R


j,r = 1.

r=1

This Gaussian mixture posterior probability estimation
technique
obeys the exhaustivity and exclusivity constraint:

c
(j
)
=
1. This estimation enables the entire matrix C to be
i
j
built. The Baum–Welch optimization technique is used to estimate the matrix D. The other parameters,  = {i }, A = {aij },
B = {bj (k)}, were estimated like in traditional HMM’s [31].
In the next section, we show how the SHMMs can model
physiological traits for a person identiﬁcation task. It is worth
to outline that the SHMM modeling of the human face and
ﬁngerprint has never been undertaken by any researchers or
practitioners in the biometric community.
4.3. Face identiﬁcation
4.3.1. Feature extraction
The SHMM approach to face recognition consists of viewing
a face as a sequence of blocks of information Oi . Each block
Oi is a ﬁxed-size 2D window that belongs to some predeﬁned
facial regions as depicted in Fig. 10. This phase involves extracting observation vector sequences from subimages of the
entire face image. As with recognition using standard HMMs,
DWT is used for this purpose. The observation vectors are

Fig. 11. A block Oi of the whole face O is a time-series of norms assigned
to the multi-resolution detail images. This block belongs to the local structure
“eyes”.

obtained by scanning the image from left-to-right and top-tobottom using the ﬁxed-size 2D window and performing DWT
analysis at each subimage. The subimage is decomposed into
a certain level and the energies of the subbands are selected to
form the observation sequence Oi for the SHMM. The local
structures Ci of the SHMM include the facial regions of the
face. These regions are: hair, forehead, ears, eyes, nose, mouth,
etc. However, the observation sequence Oi corresponds to the
different resolutions of the block images of the face. The sequence of norms of the detail images djk represents the observation sequence Oi . Therefore, each observation sequence Oi
is a multidimensional vector. Each block is assigned one and
only one facial region. Formally, a local structure Cj is simply
an equivalence class that gathers all “similar” Oi s. Two vectors Oi s (two sets of detail images) are equivalent if they share
the same facial region of the human face. In other words, the
facial regions are all clusters of vectors Oi s that are formed
when using the k-means algorithm. Fig. 11 depicts an example of a local structure and its sequence of observations. This
modeling enables the SHMM to be trained efﬁciently since
several sets of detailed images are assigned to the same facial
region.
4.3.2. Training and testing the SHMMs
The training phase of the SHMM consists of building a
model  = [, A, B, C, D] for each human face template in
the database. Each SHMM is trained with different face images
of the same individual. Each parameter of this model will be
trained through the wavelet multi-resolution analysis applied
to each set of face images of a person. This task is performed
using problem (iv) of SHMMs deﬁned in Section 4.2.
The testing phase consists of decomposing each test image
into blocks and automatically assigning a facial region to each
one of them. This phase is conducted via the k-means clustering algorithm. The value of k corresponds to the number
of facial regions (or local structures) selected a priori. Each
face is expressed as a sequence of blocks Oi with their facial regions Ci . The recognition phase will be performed by
computing the model ∗ in the training set (database) that
maximizes the likelihood of a test face image. This problem
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Fig. 12. A ﬁngerprint O is viewed as an ordered observation sequence Oi .
Each Oi captures a ﬁnger minutiae region MN i .

is known as the probability evaluation: problem (i) discussed
in Section 4.2.
4.4. Fingerprint identiﬁcation
4.4.1. Feature extraction
Unlike in the face identiﬁcation task, in the ﬁngerprint identiﬁcation task, the observation vectors Oi s are obtained by scanning the ﬁnger image only around the minutiae points. A ﬁxed
size 2D rectangular window (region) is built around all minutiae points in the ﬁngerprint image. Fig. 12 depicts this minutiae points in black and the regions of interest which are the
windows. This process assumes that the minutiae points are
predetermined and each window subimage reveals the type of
the minutiae points. We then perform a DWT analysis at each
subimage. The subimage is decomposed into a certain level and
the energies of the subbands are selected to form the observation sequence Oi for the SHMM. Similar to the face recognition process, the vectors Oi s which represent the minutiae
regions are partitioned into classes of equivalence. The vectors
Oi s that are equivalent are gathered into a class of equivalence
that represents a minutiae type. These minutiae types are the
local structures Ci s deﬁned in the SHMM framework.
It is worth to underscore that the minutiae types convey more
information than the minutiae points since it reveals the shape
around the minutiae points. This allows the possibility of discriminating minutiae points by assigning different weights on
the minutiae types.
5. Experimental results and analysis
5.1. Face identiﬁcation
5.1.1. Data collection
Experiments were carried out using two different training
sets. The AT&T (formerly ORL) Database of faces [12] contains 10 grayscale images each of 40 individuals. The images
contain variation in lighting, expression and facial details (for
example, glasses/no glasses). Fig. 13(a) shows some images
taken from the AT&T database. The other database used was
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the Essex Faces 95 database [32], which contains 20 color images each of 72 individuals. These images contain variation
in lighting, expression, position and scale. Fig. 13(b) shows
some images taken from the Essex database. For the purposes
of the experiments carried out, the Essex faces were converted
to grayscale prior to training. Experiments were carried out
using Matlab on a 2.4 Ghz Pentium 4 PC with 512 Mb of
memory.
The aim of the initial experiments was to investigate the efﬁcacy of using DWT for feature extraction with HMM-based
face recognition. A variety of wavelet ﬁlters were used, including Haar, biorthogonal 9/7 and Coiﬂet(3). The observation vectors were produced as described in Section 2, with both height,
j and width k of observation blocks equalling 16, with overlap of 4 pixels. Wavelet decomposition was carried out to the
fourth decomposition level.
The experiments were carried out using ﬁve-fold cross validation. This involved splitting the set of training images for
each person into ﬁve equally sized sets and using four of the
sets for system training with the remainder being used for testing. The experiments were repeated ﬁve times with a different
set being used for testing each time, to provide a more accurate
recognition ﬁgure. Therefore, with the AT&T database, eight
images were used for training and two for testing during each
run. When using the Essex 95 database, 16 images were used
for training and four for testing during each run. One HMM
was trained for each individual in the database. During testing, an image was assigned an identity according to the HMM
that produced the highest likelihood value. It was assumed that
all testing individuals were known individuals. Accuracy of an
individual run is thus deﬁned as the ratio of correct matches
to the total number of face images tested, with ﬁnal accuracy
equalling the average accuracy ﬁgures from each of the ﬁve
cross validation runs.
The accuracy ﬁgures for HMM face recognition performed
in both the spatial domain and using selected wavelet ﬁlters
are presented in Table 2. As can be seen from this table, the
use of DWT for feature extraction improves recognition accuracy. With the AT&T database, accuracy increased from 87.5%
when the observation vector was constructed in the spatial domain, to 96.5% when the Coiﬂet(3) wavelet was used. This is a
very substantial 72% decrease in the rate of false classiﬁcation.
The increase in recognition rate is also evident for the larger
Essex 95 database. Recognition rate increased from 71.9% in
the spatial domain to 84.6% in the wavelet domain. As before,
the Coiﬂet(3) wavelet produced the best results. DWT has been
shown to improve recognition accuracy when used in a variety
of face recognition approaches, and clearly this beneﬁt extends
to HMM-based face recognition.
The next set of experiments was designed to establish if
SHMM provided a beneﬁt over HMM for face recognition.
Where appropriate, the same parameters were used for SHMM
as for HMM (such as block size). The experiments were carried
out solely in the wavelet domain, due to the beneﬁts identiﬁed
by the previous results. The recognition accuracy for SHMM
face recognition is presented in Tables 3 and 4. As can be seen
from the tables, the use of SHMM instead of HMM increases
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Fig. 13. Samples of faces from (a) the AT&T database of faces [12] and (b) the Essex Faces 95 database [32]. The images contain variation in pose, expression,
scale and illumination, as well as presence/absence of glasses.

Table 2
Comparison of HMM identiﬁcation accuracy (%) in the spatial domain with
selected wavelet ﬁlters

Spatial
Haar
Biorthogonal 9/7
Coiﬂet(3)

AT&T

Essex 95

87.5
95.75
93.5
96.5

71.9
84.2
78.0
85.6

Table 5
Comparative results on AT&T database
Method

Accuracy (%)

Ref.

DCT/HMM
Independent component analysis (ICA)
PCA
Gabor ﬁlters & rank correlation
2D-PHMM
DWT/SHMM
Ridgelet/SHMM

84
85
91
91.5
94.5
97
94.7

[7]
[33]
[34]
[35]
[12]
(Proposed)

Table 3
Comparison of face identiﬁcation accuracy (%) using DWT/HMM and
DWT/SHMM on the AT&T database

Haar
Biorthogonal 9/7
Coiﬂet(3)

DWT/HMM

DWT/SHMM

95.75
93.5
96.5

97.5
95.1
97.8

Table 4
Comparison of face identiﬁcation accuracy (%) using DWT/HMM and
DWT/SHMM on the Essex database

Haar
Biorthogonal 9/7
Coiﬂet(3)

DWT/HMM

DWT/SHMM

84.2
78.0
85.6

89.4
84.6
90.7

recognition accuracy in all cases tested. Indeed, the incorrect
match rate for Haar/SHMM is 40% lower than the equivalent
ﬁgure for Haar/HMM when tested using the AT&T database.
This is a signiﬁcant increase in accuracy. For comparison purposes, an experiment was performed to ﬁnd the accuracy for
DWT/SHMM when using ﬁve images from the AT&T database
for training and ﬁve images for testing. As Table 5 shows,
the DWT/SHMM approach to face recognition compares well
with other techniques from the literature that have used this
training set.
In addition to identiﬁcation accuracy, an important factor in
a face identiﬁcation system is the time required for both system

Table 6
Comparison of training and classiﬁcation times for AT&T database images (s)

Spatial/HMM
DWT/HMM
DWT/SHMM

Training time per image

Classiﬁcation time per image

7.24
1.09
4.31

22.5
1.19
3.45

training and classiﬁcation. As can be seen from Table 6, this is
reduced substantially by the use of DWT. Feature extraction and
HMM training took approximately 7.24 s per training image
when this was performed in the spatial domain using the AT&T
database, as opposed to 1.09 s in the wavelet domain, even
though an extra step was required (transformation to wavelet
domain). This is a very substantial time difference and is due to
the fact that the number of observations used to train the HMM
is reduced by a factor of almost 30 in the wavelet domain.
The time beneﬁt realized by using DWT is even more obvious
during the recognition stage, as the time required is reduced
from 22.5 to 1.19 s.
SHMM does increase the time taken for both training and
classiﬁcation, although this is offset by the improvement in
recognition accuracy. Fortunately, the increase in time taken
for classiﬁcation is still a vast improvement on the time taken
for HMM recognition in the spatial domain. The time taken for
classiﬁcation is particularly important, as it is this stage where
real-time performance is often mandated.
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Fig. 14. Noise caused by image intensity.

Fig. 19. Combinations of all the classiﬁers tested.

Fig. 15. Noise in the images caused by distance.

Fig. 16. Image variations due to tilt.

Fig. 20. Sample of a ﬁngerprint before and after histogram equalization.
Fig. 17. Noise in the images due to off center location.

Fig. 18. Noise due to incomplete images.

5.2. Fingerprint identiﬁcation
5.2.1. Different types of noise in ﬁngerprints
Fingerprints were much harder to recognize than the face images due to the lack of many distinct features. While, everyone
has unique ﬁngerprints, it is more challenging for a computer
to distinguish them since they all hold similar lines. Furthermore, with even a slightest amount of noise, a ﬁngerprint of
one person may become more similar to a ﬁngerprint of another person due to overlap of the lines in the matched areas.
Figs. 14–18 show the types of noise observed in the ﬁngerprint
database. Fig. 14 shows two images on the same person but

with different intensity, where one image is much darker than
the other. The noise in Fig. 15 is caused by the distance of the
image, where one image is closer and “zoomed in”, whereas,
the other image is farther. Fig. 16 shows the same image at different tilt angles. The images in Fig. 17 vary due to translation,
where images are shifted either up or sideways. Lastly, Fig. 18
shows noise caused by incomplete images.
5.2.2. Combinations of feature extraction techniques with
classiﬁers
Multiple combinations of various preprocessing, feature extraction, and classiﬁcation algorithms were used for ﬁngerprint
identiﬁcation. Fig. 19 shows all the possible combinations. Histogram equalization [36] was used for preprocessing to reduce
the affects of noise caused by image intensity. Histogram equalization works by creating a histogram of pixel intensities and
then changing some intensities to equalize the amount of pixels in each intensity range. This results in improving the contrast of the image. Fig. 20 depicts an image before and after
histogram equalization with its corresponding pixel intensities
histogram.
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algorithm, SHMM, wavelets performed approximately 1.25%
better than ridgelets. However, in other algorithms such as nearest feature line and SVM, the performance of ridgelets was
better than wavelets. Similarly, the results using images with
or without histogram equalization were also classiﬁer dependent. Lastly, it was observed that reducing the dimension of the
ridgelet coefﬁcients using PCA worsened the accuracy most,
but not all the time.
5.3. Fusion of face and ﬁngerprint modalities
The desired goal of the data fusion step is to increase the
accuracy of the identiﬁcation process by combining the results
of the face and ﬁngerprint classiﬁers [38]. The fusion is conducted between the top ﬁve conﬁdence values from each classiﬁer. The following methods were used to fuse the conﬁdence
values from the two classiﬁers: “Maximum Z-score”, “Sum of
Z-scores”, “Sum of raw Scores” and “Borda count” [39].
Fig. 21. Sample crops from exhaustive search algorithm.

5.3.1. Normalization
In order to be able to compare the conﬁdence values between the two classiﬁers, we ﬁrst need to put them into the
same scale. Therefore, we have ﬁrst performed a normalization
of these values using the Z-score normalization method [40].
Other techniques that convert conﬁdence values to a posteriori probabilities can also be applied [41]. We have assumed a
Gaussian distribution of the conﬁdence value random variable,
and we used the following formula for normalization:

Fig. 22. Actual full image.

Normalized score =

Raw score − Mean
.
Standard deviation

(22)

Multiple feature extraction techniques were utilized for
the purpose of comparison. These include pixel intensities,
ridgelets, wavelets, and PCA. Furthermore, PCA was also
used as a method of dimension reduction for large dimension
of ridgelet coefﬁcients. All the algorithms were tested with
and without applying PCA for dimension reduction in ridgelet
coefﬁcients.
The classiﬁcation techniques compared include nearest
neighbor (NN), nearest feature line (NFL) [37], SVMs, and
SHMMs. Furthermore, a shift optimization technique called
“Exhaustive search” was introduced to account for shifting
in the images. This technique crops the test image in various
locations and compares it to the center crop of the database
image. Fig. 21 shows sample crops of Fig. 22 for exhaustive
search algorithm.

The results of the data fusion of the ﬁnal face and ﬁngerprint
algorithm using wavelets and SHMM are shown in Table 8. This
data highlights results when using ﬁngerprint images with and
without histogram equalization. The classiﬁcation from various
fusion techniques is also shown.
It is observed that using histogram equalization better results
are produced when using Max Z-score and Raw score. The
Borda count method returned the highest overall accuracy of
98% in the AT&T database without using histogram equalization. In cases where the correct person did not have the highest
normalized conﬁdence value, the Borda count was able to take
into account the correct persons representation between the two
classiﬁers.

5.2.3. Performance comparison between modalities
It was observed that the combination of wavelet feature extraction and SHMMs produced the best results for both the
ﬁngerprint and the face data. In the face identiﬁcation algorithm, the wavelet method produced approximately 2.8% better results than the ridgelets. This result is depicted in Table 5.
In ﬁngerprint identiﬁcation, the SHMM results were approximately 3% better than the SVMs as shown in Table 7. Furthermore, it was observed that whether the ridgelets or the wavelets
performed better was also classiﬁer dependent. In the ﬁnal

We have introduced a novel classiﬁer known as SHMMs to
the biometric community. We have also explored different feature extraction techniques such as DWT (with different kernels), and ridgelet for face and ﬁngerprint data. Finally, we devised a bimodal biometric system that merges evidences from
both modalities.
Our experiments highlight the beneﬁts of using DWT along
with SHMM for both face and ﬁngerprint identiﬁcation. In fact,
the combination DWT/SHMM has been proven to outperform
the combination ridgelet/SHMM, as well as techniques such as

6. Conclusion and future work
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Table 7
Fingerprint classiﬁer accuracy (%) using different pairs of feature extraction/classiﬁer methods
Preprocessing

Shift optimization

Histogram equalization
–
Histogram equalization

–

Histogram equalization

–

Histogram equalization
Histogram equalization
Histogram equalization
Histogram equalization

–

Histogram equalization
Histogram equalization
Histogram equalization
Histogram equalization

Histogram equalization

Exhaustive
Exhaustive
Exhaustive
Exhaustive

Histogram
–
Histogram
–
Histogram
–
Histogram
–
Histogram
–
Histogram
–
Histogram

–
Exhaustive
Exhaustive
–
–
Exhaustive
Exhaustive
–
–
–
–
–
–

Histogram equalization

equalization
equalization
equalization
equalization
equalization
equalization
equalization

search
search
search
search

search
search

search
search

Feature extraction
Wavelet
Wavelet
Ridgelet
Ridgelet
Ridgelet
Ridgelet
Wavelet
Wavelet
Ridgelet
Ridgelet
Ridgelet
Ridgelet
Pixel intensities
Pixel intensities
Wavelet
Wavelet
Ridgelet
Ridgelet
Ridgelet
Ridgelet
Pixel intensities
Pixel intensities
Ridgelet
Ridgelet
Pixel intensities
Pixel intensities
Yes
Yes
Yes
Yes
Pixel intensities
Pixel intensities
Pixel intensities
Pixel intensities
Ridgelet
Ridgelet
Ridgelet
Ridgelet
Wavelet
Wavelet

Table 8
Accuracy (%) of the combination of SHMM/wavelet face and ﬁngerprint identiﬁers using different fusion methods with and without histogram equalization
Fusion methods

No hist. equalization

Hist. equalization

Max Z-score
Sum of Z-scores
Raw score
Borda count

94.00
80.00
3.00
98.00

95.625
57.186
10.625
95

PCA and ICA. However, in the ﬁngerprint identiﬁcation task,
it appears that the accuracy of the ridgelet/SVM pair isvery
close to the DWT/SHMM pair. Furthermore, these experimental results revealed a slight improvement of the bimodal biometric system (using the Borda count fusion technique) over
the best classiﬁers using a single modality. Our future work

PCA for dimension reduction

–
Yes
Yes

Yes
Yes
–

–
Yes
Yes

–
–
–
–
–
–
–
–
–
–
–
Yes
Yes
–
–

Classiﬁer

Accuracy

SHMM
SHMM
SHMM
SHMM
SHMM
SHMM
SVM
SVM
SVM
SVM
SVM
SVM
SVM
SVM
NFL
NFL
NFL
NFL
NFL
NFL
NFL
NFL
NFL
NFL
NFL
NFL
NFL
NFL
NFL
NFL
NN
NN
NN
NN
NN
NN
NN
NN
NN
NN

80.94
76.45
79.66
73.52
74.75
69.26
78.20
75.17
79.71
77.76
77.28
76.21
64.35
69.85
72.19
69.80
74.79
75.15
76.95
75.25
67.45
69.50
78.15
77.35
76.45
76.84
69.93
70.21
72.65
74.55
20.34
23.14
32.12
37.89
43.23
45.97
33.25
33.46
37.67
39.52

consists of: (i) improving the classiﬁer combination techniques
by weighting both classiﬁers differently, and (ii) studying the
impact of the fusion accuracy with respect to the database quality for robustness.
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